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IN THE CLAIMS 
Please amend the claims as follows: 

1. (Currently Amended) An information device, comprising: 
means for storing an encrypted content whose use requires a license; 

means for storing the license , the license including grouped device identification 
information for grouping and identifying a plurality of information devices that includes the 
information device, the plurality of information devices being authorized to decrypt the 
encrypted content ; 

means for storing user data including (a) the grouped device identification 
information for grouping and id e ntifying a plurality of information devices that includ e s the 
information d e vice and whoso information devices ar e configur e d to decrypt th e encrypt e d 
cont e nt , (b) key information for d e crypting th e e ncrypt e d content and which is commonly 
provided to a device group configur e d to include the plurality of that includes the plurality of 
information devices, and (c) a group identifier provided to the device group, wherein the 
means for storing the user data stores the grouped device identification information and the 
key information together with the group identifier; and 

means for performing a proc e ss of reading out the grouped device identification 
information from the license, for reading out the key information from the user data based on 
the grouped device identification information, and for decrypting the encrypted content, 
based on the lic e ns e and the us e r data key information , 

2. (Currently Amended) The information device according to claim 1, wherein the 
means for storing the encrypted content associates license identification information for 
identifying the license to the encrypted content, and the means for storing the license stor es 
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tho license, which includes including the license identification information and the grouped 
device identification information. 

3. (Currently Amended) The information device according to claim 2, wherein 

the means for reading out p e rforming reads out the license identification information 
associated to th e e ncrypt e d content, which is r e quest e d to bo replayed from th e m e ans for 
storing tho cont e nt , 

tho m e ans for p e rforming r e ads out the grouped device identification information [[,]] 
which is associated with the read license identification information from th e m e ans for 
storing tho lic e ns e, and 

th e m e ans for p e rforming r e ads out the key information is associated with the read 
grouped device identification information , and th e m o ans for performing decrypts th e 
encrypted content stor e d in the m e ans for storing tho content, using th e r e ad k e y information . 

4. (Previously Presented) The information device according to claim 1, further 
comprising: 

means for requesting an information server to register the device group in the 
information server. 

5. (Currently Amended) The information device according to claim 4, further 
comprising: 

means for requesting the information server to register the information device a s an 
obj e ct configur e d to be servic e d , and to submit the grouped device identification information 
and the key information to the information device. 
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6. (Currently Amended) The information device according to claim 4, further 
comprising: 

means for storing unique device identification information for identifying the 
information device from other information devices structurally similar to the information 
device; and 

means for requesting the information server to register in the information server the 
unique device identification information stored in th e moans for storing th e uniqu e d e vic e 
id e ntification information . 

7. (Previously Presented) The information device according to claim 6, further 
comprising: 

means for producing the unique device identification information. 

8. (Currently Amended) The information device according to claim 6, further 
comprising: 

means for requesting the information server to delete from the information server the 
registered unique device identification information in the information s e rv e r . 

9. (Currently Amended) The information device according to claim 1, wherein the 
moans for storing th e user data stores the group identifier, which is provid e d to the device 
group , which is a group that includes a plurality of information devices owned by one user. 

10. (Currently Amended) The information device according to claim 1, wherein 

the means for s toring the us e r data stor e s the key information^whieh corresponds to a 
device node key allocated to the device group, which is a d e vic e node in a bottom layer 
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among a plurality of node keys in a hierarchical tree structure, wherein each of the node keys 
is encrypted and corresponds to a different node in the hierarchical tree structure, which 
branches off from a top layer to the bottom layer, 

tho moans for storing the cont e nt stor e s the encrypted content , which is multiply 
encrypted by each nod e key of th e plurality of the node keys on a path in the hierarchical tree 
structure from the device node key to a root key, the root key being a node key in the top 
layer of the hierarchical tree structure, and 

the means for performing reading out sequentially decrypts each of the node keys key 
on the path from the bottom layer to the top layer in the hierarchical tree structure, using the 
key information as the device node key to obtain the root key, and then decrypts the 
encrypted content by using the obtained root key. 

11. (Currently Amended) The information device according to claim 10, wherein 

tho m e ans for storing th e content stor es the encrypted content , which is encrypted by a 
content key that is encrypted by the root key, and 

the means for performing reading out decrypts the content key by using the root key, 
and then decrypts the encrypted content using the decrypted content key. 

12. (Currently Amended) The information device according to claim 1, wherein the 
moans for storing tho cont e nt stor e s the encrypted content , which includes at least one of text 
data, still image data, moving image data, or voice data. 

13. (Currently Amended) An information se rv e r configur e d to e nabl e an e ncrypted 
content to bo used, th e information server, comprising: 
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means for associating information about a d e vic e group to which an information 
d e vic e configur e d to d e crypt the encrypt e d cont e nt b e longs and a group id e ntifi e r and 
regist e ring th e information according to a group registration r e qu e st from th e information 
d e vic e , the d e vic e group configur e d to include a plurality of information devic es ; and 

means for registering [[the]] one of a plurality of information devices devic e as an 
obj e ct configur e d to b o s e rvic e d, according to a service registration request from the one of 
the information d e vic e devices , for associating grouped device identification information that 
groups and identifies th e plurality of the information d e vic e s, and key information fer 
d e crypting th e e ncrypt e d cont e nt to a [[the]] group identifier^ [[and]] for registering the 
grouped device identification information and the key information, and for providing the 
grouped device identification information and the key information to all information devices 
in [[the]] a device group including the plurality of information devices, the grouped device 
identification information grouping and identifying the plurality of information devices, the 
key information associated with an encrypted content; 

means for receiving a license request from the one of the information devices, the 
license request including the grouped device identification information; and 

means for determining whether to charge for providing a license from the information 
server, based on whether the grouped device identification information is registered by the 
means for registering . 

14. (Currently Amended) The information server according to claim 13, further 
comprising: 

means for extracting device identification information that identifies the one of the 
information devices d e vic e from a device registration request from the one of the information 
d e vic e devices , for associating the device identification information with the group identifier, 
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and for registering the device identification information according to the device registration 
request. 

15. (Currently Amended) The information server according to claim 14, wherein the 
means for extracting refuses a device registration request from a new information device 
belonging to the device group, after a number of the information devices that corr es pond to 
devic e identification information that is register e d in the device group reaches a 
predetermined number. 

16. (Currently Amended) The information server according to claim 14, wherein the 
means for extracting deletes the device identification information, which is specified by a 
device registration deletion request from the one of the information d e vic e devices . 

17. (Currently Amended) The information server according to claim 13, further 
comprising: 

means for providing [[a]] the license specified by [[a]] the license request from an 
information d e vic e of the plurality of the information d e vic e s to the one of the information 
devices d e vice that requ e sted th e lic e ns e and according to the license request; and 

means for extracting the grouped device identification information from the license 
request to judg e wh e th e r th e e xtract e d group e d d e vic e id e ntification information is r e gist e red 
by the m e ans for regi s t e ring , and for determining whether to charge for providing the license 
from the means for providing, based on whether the extracted grouped device identification 
information is registered by the means for registering d e pending upon th e judgm e nt . 
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18. (Currently Amended) The information server according to claim 13, wherein the 
moans for associating associates information about the device group , which is a group that 
includes a plurality of information devices owned by one user. 

19. (Currently Amended) An information processing system, comprising: 

an information server configur e d to enable an e ncrypt e d content to bo used ; and 
an information device configured as a client of tho information serv e r and to receive a 
service from the information server through communication lines, wherein 

the information server includes m e ans for associating information about a d e vic e 
group to which the information dovico, which i s configur e d to decrypt tho encrypted cont e nt, 
b e longs and a group identifi e r and r e gist e ring th e information according to a group 
regi s tration requ e st from th e information devic e , the d e vic e group configur e d to include a 
plurality of information devices; and means for registering the information device as-an 
object configur e d to be s e rvic e d, according to a service registration request from the 
information device, for associating grouped device identification information that groups and 
id e ntifi e s th o plurality of th o information d e vic e s, and key information for decrypting th e 
encrypted cont e nt to a [[the]] group identifier^ [[and]] for registering the grouped device 
identification information and the key information, and for providing the grouped device 
identification information and the key information to all information devices in [[the]] a 
device group , the grouped device identification information grouping and identifying a 
plurality of the information devices including the information device, the key information 
associated with an encrypted content , and 
the information device includes 

means for storing the encrypted content; 
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means for storing a license , the license includinR the grouped device 
identification information ; 

means for storing user data that includes the grouped device identification 
information and the key information, which are provided from the information server, and the 
group identifier, the means for storing the user data storing the grouped device identification 
information and the key information together with the group identifier; and 

means for reading out the grouped device identification information from the 
license, for reading out the key information from the user data based on the grouped device 
identification information, and for decrypting the encrypted content stor e d in th e m e ans for 
storing th e cont e nt , based on the key information license and the user data . 

20. (Currently Amended) An information processing method, comprising: 
storing an encrypted content and a license in an information device , the license 
including grouped device identification information that groups and identifies a plurality of 
information devices that includes the information device, the information devices being 
authorized to decrypt the encrypted content ; 

storing user data including (a) the grouped device identification information that 
groups and id e ntifi e s a plurality of information devic e s that includ e s th e information d e vic e 
and whose information d e vic e s ar e configured to decrypt th e e ncrypt e d content , (b) key 
information for d e crypting th e e ncrypted cont e nt and which is commonly provided to a 
device group that includes the plurality of that includes the plurality of information devices, 
and (c) a group identifier provided to the device group, wherein the grouped device 
identification information and the key information are stored together with the group 
identifier; 
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reading out, with a processor of the information device, the grouped device 
identification information from the license; 

reading out, with the processor, the key information from the user data based on the 
grouped device identification information; and 

decrypting the encrypted content with the processor , based on th e lic e ns e , the group e d 
device identification information, and the key information. 

21-22. (Canceled). 

23. (Currently Amended) An information device, comprising: 

a first memory configured to store an encrypted content whose use requires a license; 

a second memory configured to store the license , the license inc luding grouped device 
identification information for grouping and identifying a plurality of information devices that 
includes the information device, the plurality of information devices being authorized to 
decrypt the encrypted content ; 

a third memory configured to store user data including (a) the grouped device 
identification information for grouping and identifying a plurality of information d e vic e s that 
includes the information d e vic e , the information devic e s b e ing configur e d to decrypt the 
encrypted cont e nt , (b) key information for d e crypting the encrypted content and which is 
commonly provided to a device group configur e d to include the plurality of that includes the 
plurality of information devices, and (c) a group identifier provided to the device group, 
wherein the third memory is further configured to store the grouped device identification 
information and the key information together with the group identifier; and 

a processor configured to read out the grouped device identification information from 
the license, read out the key information from the user data based on the gr ouped device 
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identification information, and decrypt perform a proc e ss of d e crypting the encrypted content 
[[,]] based on the licens e and tho us e r data key information . 

24. (Currently Amended) An information server configured to enabl e an e ncrypt e d 
cont e nt to bo used, the information server, comprising: 

a first processor configur e d to associat e a group identifi e r and information about a 
devic e group to which an information device configur e d to d e crypt tho encrypted cont e nt 
belongs and to r e gister th e information according to a group r e gistration requ e st from th e 
information devic e , tho d e vice group configured to includ e a plurality of information d e vic e s; 

xxnxx 

a second processor configured to register [[the]] one of a plurality of information 
devices device as an obj e ct configur e d to bo servic e d, according to a service registration 
request from the one of the information d e vic e devices , to associate grouped device 
identification information that groups and id e ntifies th e plurality of information d e vic e s, and 
key information for decrypting th e e ncrypted cont e nt to a [[the]] group identifier* [[and]] to 
register the grouped device identification information and the key information, and to provide 
the grouped device identification information and the key information to all information 
devices in [[the]] a device group including the plurality of information devices, the grouped 
device identification information grouping and identifying the plurality of information 
devices, the key information associated with an encrypted content; 

an interface configured to receive a license request from the one of the information 
devices, the license request including the grouped device identification i nformation; and 

a CPU configured to determine whether to charge for providing a license from the 
information server, based on whether the grouped device identification information is 
registered by the processor . 
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25. (Currently Amended) An information processing method for an information 
server, the method comprising: 

associating a group id e ntifier and information about a device group that includ es an 
information device configured to decrypt encrypted cont e nt, according to a group registration 
requ e st from th e information device, the devic e group configured to include a plurality of 
information devices; regist e ring th e information, according to th e group registration requ e st 
from th e information d e vic e ; 

registering [[the]] one of a plurality of information device as an obj e ct configur e d to 
be serviced, devices according to a service registration request from the one of the 
information d e vice devices ; 

associating [[the]] a group identifier with grouped device identification information 
that groups and identifies the plurality of th e information d e vic e s, and key information, the 
grouped device identification information grouping and identifying the plurality of 
information devices, the key information associated with an encrypted content for decrypting 
th e e ncrypted cont e nt ; 

registering the grouped device identification information and the key information; 

[[and]] 

providing the grouped device identification information and the key information to all 
information devices in [[the]] a device group including the plurality of informa tion devices; 

receiving a license request from the one of the information devices, the license request 
including the grouped device identification information; and 

determining, with a processor, whether to charge for providing a license from the 
information server, based on whether the grouped device identificatio n information is 
registered . 
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